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IIPOKYPATYPA

ropoaa HHDKHeBapTOBCKa

KubepnpecryieHus, yCTAHOBJIEHHAS 3AKOHOM OTBETCTBEHHOCTH 32 X
coBepIIeHre H CIIOCco0bI NPeA0TBPALeHHS

Kubeprnpectymienne — 3710 oOlee Ha3BaHWE JJII BCEX THUIOB KPUMHUHAIBHOM
AKTUBHOCTH, COBEPIIAEMONW C HCMOJIb30BAHUEM BBIYUCIMTENbHBIX MAIIUH W/ HIH
WUnreprera. KuOepnpecTyruieHHe MOKET COBEpIIATHCS C TMOMOUIBIO  Pa3IMYHbIX
METOJIOB M MHCTPYMEHTOB, Hampumep, (UIIMHT, BHUPYCHI, MIMHUOHCKOE MPOrpPaMMHOE
o0ecrieyeHue, MporpaMMbI-BbIMOTaTelId U COLIMANbHAS MHKEHEepUsT — Yallle BCEero ¢
IEJTBI0 KPaXKH JIMYHBIX JAHHBIX WU (PUHAHCOBBIX CPEJICTB.

Kubepnpecrynnocts B Poccuiickoit denepaiinu Ha CEroHsIIIHAN ACHb JOCTHUIIIA
OOnBIIOT0  pa3Maxa, YeMy 4Ype3BhIUAHO TOCMOCOOCTBOBAIO  MOBCEMECTHOE
NOJIKJIIOYEHHE TPaK/IaH K UH(DOPMALIMOHHO-TEIIEKOMMYHHUKAIMOHHas ceTu «HTepHeT»
C MOMOIIBI0 HOYTOYKOB, CMapT()OHOB, TUIAHILIETOB U APYTHX YCTPOWCTB, U MO IPaBy
CYUTACTCS OJHON U3 CaMbIX NMPUOBLIBHBIX Chep KPUMUHAIBHOTO OU3Heca B 1ICJIOM.

PaccMOTpUM HEKOTOpBIE pacTpOCTpaHEHHbIE BUJIBI KHOepIpecTymieHuid. OaHum
U3 HHUX SIBJISETCS KHUOEpMONIEHHHMYECTBO, IIENbI0 KOTOPOTO SIBJIAETCS NPUYMHEHUE
MaTepUalbHOrO MM HMHOro yuniepda IyTeM XWILEHUs JIMYHOM HMH(pOpMaluu
noJsb3oBaresis (HomMepa OaHKOBCKMX CYETOB, IaCIOPTHBIC JaHHbBIC, KO/bl, Mapoiu U
Ap.).

HaubGonee pacrpocTpaHeHHBIM BHUIOM KHOEPMOIIEHHUYECTBA SBJISETCS Tak
Ha3bIBa€MbIl «CKUMMUHI». Ero cyre 3akmrouaeTcss B TOM, 4YTO C IIOMOLIBIO
TEXHUYECKUX CPEJICTB TPECTYNHUKH KOMUPYIOT MArHUTHYIO TMOJOCY KapThl U
CUMTBIBAIOT €€ INHH-KOJA. Ha OCHOBE IOIy4eHHBIX IaHHBIX OHW H3TOTaBIUBAIOT
MOIIENBHYIO IJIACTUKOBYIO KapTy, MPU UCTIOIH30BAHUN KOTOPOH JAEHBI'H CIUCHIBAIOTCA
C OpUTHHAJIA.

Hpyroit cmocod KubepMOIeHHHYEeCTBA — «(PUIIUHTY, KOTJA MPECTYNMHUKH
nojay4aroT HHPOpPMALMIO O KapTe JUCTAHUMOHHO. [l 9TOr0 OHM TPHUCHUIAIOT
rpaxaanuHy SMS ¢ mpocb00it cOOOHIUTE MHH-KOJ M CVV-KOJ, TNPEACTaBIISISACH
COTpPYJAHUKaMU OaHKa.

B mensx nOpoTUBOAEHCTBUS Pa3BUTHIO W POCTY  KUOEPHPECTYIHOCTH,
(denepanbHBIM  3aKOHOJATEJIEM YCTaHOBJEHA IOPUIAMYECKas OTBETCTBEHHOCTh 3a
COBEpIIIEHNE JAHHOTO Poja JISSTHUH.

CornacHo 4. 1 cr. 159.6 VYronosHoro kojaekca Poccuiickoit ®ejepanuu 1o
MOIIEHHUYECTBOM B cdepe KOMMBIOTEpPHOW HHPOpMAIIUU TIOHUMAETCS XHUIICHUE
qy)KOro HMMYIIECTBA WM NMpUOOpETEeHHE MpaBa Ha 4Yy»kKOE€ MMYIIECTBO IyTEM BBOJA,
yaaneHusi, 0JIOKUpoBaHUs, MOAU(PUKAIIMM KOMIbIOTEpHOW HHGOpMAIMKU JUOO0 MHOTO



BMEIIATENhCTBA B (DYHKIIMOHUPOBAHUE CPEJCTB XpaHEHUs, 00pabOTKH WM Tepenadn
KOMITBIOTEPHON MHPOPMALMK MU HHPOPMAIIHOHHO-TEJIEKOMMYHUKALMOHHBIX CETEH.

3a JaHHOE MPECTYIUIEHUE MPEAYCMOTpPEHA YTrOJIOBHAs OTBETCTBEHHOCTb B BHJIE
mtpada B pazmepe a0 120 Teicsid pyOiiel niu B pazMepe 3apaboTHOM I1J1aThl WJIKM HHOTO
J0X0J1a OCYXKJEHHOTO 3a MEPUOJ 10 OJHOTO roja, 1ud0 00s3aTeNbHbIe padOTHI HA CPOK
10 360 yacoB, nubO HCHpaBUTEIbHbIE PabOTHI HAa CPOK A0 OAHOI0 roia, JHbOOo
OrpaHUYeHHE CBOOOBI HA CPOK JI0 JABYX JIET, TUO0 NMPHUHYIUTENbHBIE padOTHI HA CPOK
JI0 JIBYX JIET, JINOO apecT Ha CPOK JI0 YEThIPEX MECSLEB.

MomeHHnuecTBO B cepe KOMIBIOTEPHOW HH(MOPMALIUM, COBEPLICHHOE
MOCPEJCTBOM  HEMPAaBOMEPHOIO JIOCTYNa K KOMIBIOTEPHOH HHPOpMALUK WK
MOCPEICTBOM  CO3/1aHMS, MCMOJB30BAHUS M PACIpPOCTPAHEHUS]  BPEIOHOCHBIX
KOMITBIOTEPHBIX Mporpamm, TpeOyer AOMOJHUTEIbHOW KBaJIU(UKALMK MO CT. CT. 272,
273 win 274.1 Yronosuoro kojekca Poccuiickoii @enepaiiuy.

Cornacuo 4. 1 cr. 159.3 VronosHoro koaexca Poccuiickoit ®enepaiuu moj
MOILIEHHHYECTBOM C HCIIOJIB30BAaHUEM IUIATEKHBIX KAPT ITOHUMAETCS XUIICHUE TYKOTrO
UMYIIIECTBA, COBEPIICHHOE C MCMOJIB30BAHUEM TMOJICILHON WM TpHHAJIeXKAIIEeH
ApyroMy JIMIy KPEOUTHOM, pacueTHOW WJIM MHOM IUIATEXHOW KapThl IyTeM oOMaHa
YIOJIHOMOYEHHOTO pabOTHUKA KPEIUTHOM, TOPrOBOM MJIM MHOM OpraHU3aluu.

VYka3zaHHOe JessHME HakasbiBaeTcs wrpadom B pasmepe 10 120 Teicsu pyOnei
WIK B pa3mepe 3apabOTHOHN IJIaThl WJIM MHOTO J0XO0/a OCYKICHHOIO 3a MEepuoi 10
OHOro roja, Jub0 o0s3aTenbHBIMU paboTramMu Ha cpok a0 360 wyacos, ambo
UCIIPABUTEIbHBIMUA pab0OTaMu Ha CPOK J0 OJHOTO roja, JIMOO OrpaHUdYeHUEeM CBOOO/IbI
Ha CPOK JI0 JIBYX JIET, JUOO MPUHYAUTEIbHBIMU padOTaMu Ha CPOK JI0 JIBYX JIET, MO0
JUIIEHHEM CBOOOIBI HAa CPOK JIO TPEX JIET.

YTOo0BHO-HAKAa3yEeMbIM JESHUEM SBIIAETCS M3TOTOBJICHUE, NPHOOpETEHHE,
XpaHeHHe, TPAHCIOPTUPOBKA B IEJIAX WCIOJIb30BaHUS WM CcObITa TMOANEIbHBIX
IUIATEXHBIX KapT, a Takke COBIT MOJAENBHBIX IUIATEKHBIX KapT. Takke 3aKOHOM
YCTaHOBJICHAa OTBETCTBEHHOCTh 32 M3rOTOBJIEHUE, TMPUOOpETEeHHUe, XpaHEHUe,
TPAHCIIOPTUPOBKY B LEJSIX HCIIOJIb30BAHUA MM COBITA JIIEKTPOHHBIX CPEJCTB,
TeXHUYECKUX YCTPOMCTB, KOMIIBIOTEPHBIX TIPOTpaMM, TPEIHA3HAUYCHHBIX IS
HENPaBOMEPHOI'O OCYILECTBICHUS ITPUEMa, BbIJIauH, IEPEBOa JICHEKHBIX CPE/CTB.

[IpotuBomeiicTBE  KUOEPHPECTYIUICHUSIM  OTHOCUTCS K  KOMIICTCHIIUH
MPaBOOXPAHUTEIIBHBIX OPraHOB, YIIOJHOMOYEHHBIX Ha o0ecriedeHne HHPOPMaMOHHOM
Oe3onacHocTu. BmecTe ¢ Tem, psAlOBbIE TOJIB30BATENN TAKKE MOTYT CYIIECTBEHHO
NOCIIOCOOCTBOBATh IIPECEUCHHUIO POCTa KUOEPIPECTYTHOCTH, 3a0JI0KMpOBaB OCHOBHOM
METOJI  PACTIpPOCTPAHEHUS  KUOEPNpPeCTyIUICHHH:  BPEJOHOCHOE  MIPOrpaMMHOE
o0ecnieueHue.

Taxxe, B 1enAX IpeaynpekIeHNus KUOSPIPEeCTYIUICHHI MOIb30BaTEIsAM CIeIyeT
NPUICPKUBATBCS CICAYIOIMX Mep MHPOPMALMOHHON O€30MacHOCTH: HE 3arpyxarb
(haliIel U3 HEMPOBEPEHHBIX UCTOYHUKOB; HE TIEPEXOIUTH 10 CChIIKAM, COACPKAIITUMCS B
3JICKTPOHHBIX IHCbMaX HE3HAKOMBIX OTIpaBUTENICH; HE CO000IIaTh HHUKOMY CBOHU
MapoJu ¥ THYHBIC TaHHBIE.



OmgnuM u3 Haubonee APPEKTUBHBIX METOAOB 3alIUTHl NEPCOHANBHBIX TAHHBIX,
COJEpKAIIMXC  HAa  KOMIBIOTEPHBIX M MOOMJIBHBIX  YCTpOMCTBaX,  OT
HECAaHKIIMOHUPOBAHHOTO  JIOCTyNa KHOEpPNpeCTyMHUKOB MO-MIPEXKHEMY  SIBISETCA
UCIO0JIb30BaHUE COBPEMEHHbBIX M KAYECTBEHHBIX aHTUBUPYCHBIX MPOrPAMM.

O craBmMX HW3BECTHBIMU (DAKTaX COBEPIICHUS KUOEPNPECTYIUIEHHH, CleayeT
HEe3aMeITUTEIbHO COOOUIUTh B OpraHbl BHYTPEHHUX JEI.
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